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PTL SaaS Terms & Conditions 

PTL’s SaaS is our PaytestHub Solution ("SaaS Solution") which allows for 
orchestration of all of our Hardware and Software components used for 
automated test management and execution. Where specified in the applicable 
SaaS Quote, the SaaS Solution may include PaytestHub or PaytestHub Basic. 

These SaaS terms and conditions for use of our applicable Software Products on 
a subscription basis ("SaaS Terms") between you and PTL are supplemental and 
provide additional terms and conditions to the PTL General Terms and Conditions 
("PTL Terms"), which can be found here and to our End User License Agreement 
(“EULA”) which can be found here. 

Defined terms in these SaaS Terms shall have the same meaning as in the PTL 
Terms and EULA, unless otherwise defined herein. 

"Affiliate" means any entity that directly or indirectly controls, is controlled by, or 
is under common control with a party, where "control" means direct or indirect 
ownership of more than fifty percent (50%) of the voting interests of an entity, or 
the power to direct the management and policies of such entity. 

These SaaS Terms, together with the PTL Terms and the terms and conditions 
contained in the applicable SaaS quote ("SaaS Quote"), as well as any other 
applicable terms, policies and guidelines of PTL, which together form the 
"Agreement", govern your access and use of the SaaS Solution. In the event of any 
conflict or inconsistency between these SaaS Terms and any other documents 
that form part of the Agreement, the Order of Precedence clause in the PTL 
General Terms and Conditions will apply. By agreeing to our SaaS Quote and 
accessing and using our SaaS Solution, you agree to and accept these SaaS Terms 
and the PTL Terms and agree to be bound by all applicable laws and regulations, 
including those concerning your access and use of the SaaS Solution.	 These SaaS 
Terms may be modified from time-to-time, and by continuing to access or using 
the SaaS Solution after these SaaS Terms have been modified, you acknowledge 
and confirm that you have read, understand, and agree to be bound by the most 
recent version of the SaaS Terms without qualification or limitation and agree to 
comply with. If you do not agree to be bound by any modified SaaS Terms and to 
comply with all applicable laws, you are not authorized to access or use the SaaS 
Solution. If you are using the SaaS Solution on behalf of a business entity, that 
business accepts these SaaS Terms.  

 

1. Our SaaS Solution 

Our SaaS Solution includes, subject to the applicable SaaS Quote, 
configuring, hosting, managing, operating, optimizing, executing and 
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maintaining our Software for remote electronic access and use by your 
Authorized Users solely through the Customer Account, for Customer’s 
internal business purposes only, and not to provide services to any third 
parties except as expressly authorized by PTL in writing under applicable 
product or service specific terms. Unless expressly stated in the applicable 
SaaS Quote or otherwise approved by PTL in writing, no Affiliate of Customer 
or other third party may access or use the SaaS Solution. 

In doing so, we grant Customer a non-exclusive, non-sublicensable, non-
transferable and non-assignable right to access and use the SaaS Solution 
solely for Customer’s internal business purposes and strictly within the scope 
of the applicable SaaS Quote and Agreement. Any permitted access or use 
by an Affiliate of Customer shall be deemed part of Customer’s use under 
the Agreement and shall not create any separate or independent contractual 
rights for such Affiliate unless expressly agreed by PTL in writing. 

We request, and you agree not to sell, resell, sublicense, or lease the SaaS 
Solution or otherwise allow or fail to take reasonable steps to prevent any 
unauthorized third party from accessing or using the SaaS Solution. You will 
notify us immediately if you become aware of any unauthorized access or 
use of the SaaS Solution or any threat to do so and will take reasonable steps 
to stop or mitigate such threat or unauthorized activity.	 There may be cases 
where PTL will grant you a license for limited commercial use of the SaaS 
Solution as a non-certified PTL service provider of automated test execution, 
pursuant to additional specific terms and conditions governing such 
commercial use which can be found here. For clarity, any such authorized 
commercial use is an exception to the restriction on providing services to 
third parties and is permitted only if expressly authorized by PTL in writing 
and governed by the applicable PTL commercial use additional terms and the 
applicable SaaS Quote. 

2. Customer Account 

As a PTL Customer, you will register for a PTL account and provide PTL 
accurate and complete information as required from time to time (“Customer 
Account”). Customer may authorize one or more of its employees, agents, 
consultants, or vendors, and, if expressly permitted by PTL in writing or in the 
applicable SaaS Quote, employees, agents, consultants, or contractors of its 
Affiliates (collectively, “Authorized Users”) to access and use the SaaS 
Solution based on the number of concurrent users specified in the SaaS 
Quote.	 Each Authorized User will establish or be provided with Access 
Credentials. Customer acknowledges that its Authorized Users have full 
access to and management privileges of its Customer Account(s) and 
Customer Data. The term “Customer” is intended to include Customer's 
Authorized Users for the purposes of these SaaS Terms. 

https://paytestlab.com/doc/commercial
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“Access Credentials”	means any username, identification number, password, 
license or security key, security token, PIN or other security code, method, 
technology or device used, alone or in combination, to verify an individual’s 
identity and authorization to access and use the SaaS Solution.	 

Where any Affiliate is permitted to access or use the SaaS Solution, Customer 
shall remain fully responsible for all acts and omissions of such Affiliate and 
its Authorized Users in connection with the Customer Account, the SaaS 
Solution, and the Agreement. 

3. Authorized Users  

You will limit and restrict access and use of the SaaS Solution to Authorized 
Users and ensure Authorized Users comply with the terms of the 
Agreement.	 You are responsible for any misconduct, breach of the 
Agreement, or other act or omission by or through your Authorized Users, your 
Affiliates to the extent any Affiliate access or use is permitted, and any users 
acting under or through your Customer Account.	 We will provide the 
functionality to allow you and your Authorized Users to implement Access 
Credentials, but you and your Authorized Users are solely responsible for 
maintaining and restricting use of and access to Access Credentials outside 
the custody of our SaaS Solution, our Software, and Hardware Products.  

4. Affiliate and Group Company Use 

Unless expressly stated in the applicable SaaS Quote or otherwise approved 
by PTL in writing, the SaaS Solution, Customer Account, Access Credentials, 
subscriptions, usage rights, agents, APIs, connectors, extensions, Deliverables, 
and related services may be accessed and used only by the Customer 
identified in the applicable SaaS Quote and its Authorized Users, and not by 
any Affiliate or other third party. 

Where PTL expressly permits access to or use of the SaaS Solution by one or 
more of Customer’s Affiliates, such access and use shall be deemed part of 
Customer’s subscription and use under the Agreement and shall not create 
any separate contractual relationship between PTL and any such Affiliate 
unless PTL expressly agrees otherwise in writing. 

Customer shall remain fully responsible and liable for all acts, omissions, 
access, use, misuse, non-compliance, and breaches of the Agreement by its 
Affiliates and their Authorized Users, as if they were those of Customer. 

Customer shall not, and shall ensure that its Affiliates do not, transfer, share, 
reallocate, rotate, or otherwise make available the SaaS Solution, Customer 
Account, Access Credentials, subscriptions, usage rights, agents, APIs, 
connectors, extensions, Deliverables, or related services among different 
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group entities except as expressly authorized by PTL in writing. 

PTL may treat access to and use of the SaaS Solution by Customer and its 
Affiliates, together with related subscriptions, accounts, communications, 
equipment arrangements, Deliverables, and services, as part of a connected 
commercial relationship for purposes of administration, compliance review, 
enforcement, suspension, restriction, or termination under the Agreement. 

Without limiting any other rights or remedies, PTL may suspend, restrict, or 
disable access to the SaaS Solution, in whole or in part, for Customer, any 
Affiliate, any Authorized User, or any related Customer Account, where PTL 
reasonably believes that Customer, any Affiliate, or any Authorized User has 
breached the Agreement or any other agreement with PTL relating to the 
SaaS Solution, Software, Hardware Products, Deliverables, subscriptions, 
payments, or return obligations. 

Customer shall be jointly and severally liable with each Affiliate that 
accesses or uses the SaaS Solution for all obligations, liabilities, losses, 
damages, fees, and charges arising out of or relating to such Affiliate’s access 
to or use of the SaaS Solution. 

5. PaytestCoins  

For each annual subscription to the SaaS Solution, Customer shall purchase 
a package of PaytestCoins (as defined below) which will be valid for the 
duration of the SaaS Solution Term specified in the applicable SaaS Quote. 

For each rental of Deliverables, you shall purchase a package of PaytestCoins 
as part of your rental agreement.	Each PaytestCoin package is valid for the 
Rental Plan (as defined in PTL’s Additional Terms and Conditions for Rental 
of Deliverables) specified in that agreement and may not extend beyond 
twelve (12) consecutive months. 

If your consumption of PaytestCoins during the applicable SaaS Solution 
Term or Rental Plan, as applicable, exceeds the quantity of PaytestCoins 
included in the package you purchased, you must purchase additional 
PaytestCoins, as required. Any unused PaytestCoins at the end of the 
applicable SaaS Solution Term or Rental Plan, as applicable, will expire, may 
not be carried over to any subsequent applicable term, and are non-
refundable. 

As used herein, PaytestCoins means PTL's proprietary internal currency used 
for executing various features as part of the SaaS Solution such as test cases 
and other features within the SaaS Solution. The pricing for PaytestCoin 
packages applicable to each SaaS Solution Term or Rental Plan shall be 
specified in the applicable SaaS Quote or rental agreement. 



 

  5 

6. Unauthorized Use	 

You also agree not to take, copy, alter, harm, access, or use the SaaS Solution 
for any unlawful purpose or any other purpose detrimental to us and our SaaS 
Solution (which by definition includes our Software and Hardware), and any 
of our Products.	 You will also not circumvent any security feature limiting 
access to Our SaaS Solution or reverse engineer, disassemble, decompile, 
decrypt, decode, adapt or otherwise attempt to derive or gain access to the 
source code of the SaaS Solution.	 You will also not access or use the SaaS 
Solution for purposes of competitive analysis of the Solution or the 
development of a competing software service or product.  

7. SaaS Solution Agent 

Customers are required to download or install one or more software agents 
listed below to support the SaaS Solution they are subscribing to. PTL grants 
Customer a limited, non-exclusive, non-sublicensable, non-transferable and 
revocable license to install, execute and use the agent solely in binary code 
form during the SaaS Solution Term, and access the SaaS Solution in 
accordance with the PTL Privacy Policy here, the PTL website, user manuals 
and other information provided to assist Customer in its use and operation of 
the SaaS Solution (“Documentation”). Customer’s license to the agent is 
dependent on Customer’s right to access and use the SaaS Solution for which 
the agent is required and will be terminated upon termination or expiration 
of the Customer Account. Customer grants PTL a worldwide, non-exclusive, 
royalty-free, fully-paid up, transferable and sublicensable right to use, 
replicate, deduplicate, and store Customer Data for the purpose of delivering 
the SaaS Solution pursuant to these SaaS Terms, improving the SaaS Solution, 
and as otherwise provided in PTL’s	Privacy Policy. “Customer Data” or “Data” 
means any data, content, files, code, configurations, logs, outputs, test cases, 
prompts, or other materials of any type that are submitted to, uploaded to, 
transmitted to, or otherwise made available to PTL by or on behalf of 
Customer or its Authorized Users in connection with the SaaS Solution, 
including through any PTL agents and integrations. 

PTL agents for installation of local software may change from time to time, 
and include, but are not limited to, PaytestAgent, PaytestAPI, 
PaytestExtension and any other components of PaytestHub or PaytestHub 
Basic. 

These agents are available from the SaaS Solution, as applicable to 
Customer’s subscription to the SaaS Solution or PaytestHub Basic, once 
Customer has Access Credentials and an active subscription under the 
applicable SaaS Quote.  

For clarity, access to download, reinstall, and obtain updates for any 
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functionality made available through the SaaS Solution is provided only 
during an active SaaS Solution Term and subject to Customer maintaining an 
active subscription to the SaaS Solution, as applicable, under the applicable 
SaaS Quote. Upon expiration or termination of the applicable SaaS Solution 
Term or subscription term, PTL may disable Customer’s access to such 
downloads or installation packages. 

8. Global Availability and Maintenance 

Availability. The SaaS Solution is available at least 99.8% of the time measured 
on an annual basis (“Uptime”). The Uptime does not apply to any downtime 
due to: (i) any emergency or planned maintenance, repair, or upgrade; (ii) 
issues or failures with Customer’s or its service providers’ services, 
applications, software, hardware or other components not supplied by PTL; 
(iii) third-party attacks, intrusions, distributed denial of service attacks or 
force majeure events, including those at Customer’s site or between 
Customer’s site and data centers made available through the SaaS Solution; 
or (iv) Customer’s acts or omissions in violation of these SaaS Terms. In the 
event of PTL’s Uptime failure, PTL shall use commercially reasonable efforts 
to provide Customer with an error correction or work-around that corrects the 
Uptime failure. 

Customer’s sole and exclusive remedy for an Uptime failure is PTL’s 
commercially reasonable efforts to provide error correction or a workaround 
as described above, unless an applicable Quote expressly provides a 
different remedy. 

Maintenance Periods. There will be periods when the SaaS Solution is 
unavailable, such as during: (i) system maintenance periods scheduled in 
advance by us; and (ii) emergency updates and maintenance.	 We are not 
responsible for any problems you may experience with your own internet 
connectivity, with your Systems, and with any third-party systems, including 
matters of compatibility and functionality.	
“Systems”	means a respective party’s information technology infrastructure, 
including computers, software, hardware, databases, electronic systems 
(including database management systems) and networks, whether operated 
directly by the respective party or through the use of third-party services.	

9. Data Privacy & Security 

Customer Data. PTL uses and implements market standard security practices 
to protect Customer Data it collects from authorized access or use. However, 
PTL cannot guarantee that security practices will be error-free, that 
transmissions of Customer Data will always be secure or that unauthorized 
third parties will never gain access to Customer Data. You are responsible, 
and PTL is assuming, that any data you share with us is test-based data only. 
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PTL does NOT provide any guarantee that PTL’s data security is compliant 
with the Payment Card Industry Data Security Standards (PCI DSS) 
requirements and/or any policies and procedures issued by the PCI Security 
Standards Council related thereto in effect as of the effective date of the 
SaaS Terms and any amendments thereto and any new versions or 
restatements thereof. Any use by the Customer of live/production data is at 
the sole risk of the Customer and PTL shall not be liable for any breach of 
security related to any such data.  

Personal Data.	You agree NOT to provide us with any live or production 
payment card data, cardholder data, authentication data, or sensitive 
personal data. Any submission or use of live or production payment card data, 
cardholder data, authentication data, or sensitive personal data is prohibited 
and, if submitted or used by Customer, is at Customer’s sole risk and PTL shall 
not be liable for any breach of security related thereto, to the maximum 
extent permitted by applicable law. In providing us any personally 
identifiable information (“Personal Information”) in association with the SaaS 
Solution, you will ensure that you are abiding by, and not breaching, any 
applicable privacy laws.	 You agree that performance of the Agreement may 
require us to process, transmit, and/or store Personal Information of your 
employees, agents, contractors, consultants, service providers or vendors. By 
submitting Personal Information to us, You warrant that you have the 
permission and authority to do so and agree that we and our employees, 
agents, contractors, consultants, service providers, and affiliates may process, 
transmit and/or store Personal Information only for the purposes 
contemplated under the Agreement, including without limitation those uses 
and purposes permitted under these SaaS Terms, provided that we do so in 
accordance and full compliance with all applicable data privacy laws. 
Regarding Personal Information provided by or through you, you are 
responsible as the sole data controller for complying with all applicable data 
protection and privacy laws and regulations. You agree to obtain all necessary 
consents and make all necessary disclosures before providing us with any 
Personal Information or your data. You will inform us about any special 
categories of data contained within the Personal Information and any 
restrictions or special requirements in the processing of such special 
categories of data, including any cross-border transfer restrictions. You are 
responsible for ensuring that the SaaS Solution meets such restrictions or 
special requirements for us to process any Personal Information	 

License. You will retain all right, title and interest in and to Customer Data in 
the form provided to PTL, whether provided via use of a hosted Application 
Software Product or otherwise. You grant us, our agents, contractors, 
consultants, service providers, advisors, and affiliates, a limited, non-exclusive 
license, including through PTL’s affiliates and third-party service providers 
acting on PTL’s behalf, to use your Data for the sole purpose of providing the 
services as part of the SaaS Solution and for the other uses permitted in these 
SaaS Terms, including for the purpose of storing, recording, transmitting, 
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maintaining and displaying your Data which includes creating derivative 
works and those purposes provided under these SaaS Terms.  

Access. Customer Data privacy and security is PTL’s priority. At times, PTL may 
be required to access or disclose Customer Data: (i) to provision the SaaS 
Solution to Customer pursuant to these SaaS Terms; (ii) to respond to a validly 
issued subpoena, an investigative demand or warrant; (iii) to investigate or 
prevent security threats, fraud, or other illegal, malicious, or inappropriate 
activity; (iv) to enforce or protect PTL’s rights and properties or those of its 
affiliates or subsidiaries; or (v) with the informed consent of the data 
subject.	 In the event PTL is required to access Customer Data, PTL shall not 
disclose Customer Data to third parties without Customer’s consent or 
instruction, unless prohibited by law.  

Data Backup. Our Systems perform routine backups of your Customer Data. 
In the event of any loss, destruction, damage or corruption of your data 
caused by our systems or SaaS Solution, we will, as our sole obligation and 
liability and as your sole remedy, use commercially reasonable efforts to 
restore your data from our then-most current backup of your Data.		Customer 
is solely responsible to backup all Customer Data and Software Products that 
are installed and running locally by the SaaS Solution on Customer’s internal 
network. 

Customer Indemnity for Customer Data. You will indemnify PTL from and 
against any loss, cost, liability or damage for which PTL becomes liable arising 
from or relating to any claim relating to Customer Data, including but not 
limited to any claim brought by a third party alleging that Customer Data, or 
your use of the Products: (i) infringes or misappropriates the intellectual 
property rights of a third party; (ii) violates applicable law; or (iii) breaches 
the warranty in clause 7.  

10. Term and Termination 

Term.  PTL initiates activation of the SaaS Solution upon receipt of the 
applicable due payment from you, by providing Customer with access to the 
Customer Account (“Activation Date”). The term of Customer’s subscription to 
the SaaS Solution shall begin on the Activation Date and continue as set forth 
on the applicable SaaS Quote (“SaaS Solution Term”). The SaaS Solution Term 
shall renew automatically for an additional equal term unless either party 
provides written notice of non-renewal sixty (60) days prior to the renewal 
date.  

Upon expiration or termination of the SaaS Solution Term, Customer’s right to 
access the SaaS Solution and, where applicable, PaytestHub Basic and any 
agents/APIs/connectors/extensions and related credentials/keys made 
available through the SaaS Solution ends, and PTL may disable such access. 
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Suspension or Termination of our SaaS Solution. You agree that we may 
lawfully suspend, restrict, terminate or otherwise deny access to or use of the 
SaaS Solution, in whole or in part, by Customer, any Affiliate, any Authorized 
User, or any related Customer Account if: (i) We reasonably believe that 
Customer, any Affiliate, or any Authorized User has failed to comply with any 
material term of the Agreement or any other agreement with PTL relating to 
the SaaS Solution, Software, Hardware Products, Deliverables, subscriptions, 
payment obligations, or return obligations, or is, was, or is likely to be involved 
in any unlawful activities in association with the SaaS Solution; (ii) required 
by law or judicial order; or (iii) the Agreement expires or is terminated.	 

Termination for Cause.	 If you materially breach the Agreement and fail to 
cure such breach within thirty (30) days of receiving written notice thereof 
from us, we shall have the right to terminate the Agreement for cause as of 
a date specified in such notice without any refunds.	 

11. Customer Acknowledgments 

Customer agrees: (i) Customer is solely responsible for data retention policies 
and any other policy settings, schedules, and configurable parameters 
applied to Customer Data, including implementing its own specific retention 
policies beyond any data retention that is provided by PTL in an applicable 
SaaS Quote only, (ii) Customer and its Authorized Users will keep Access 
Credentials confidential, and Customer remains responsible for the acts and 
omissions of its Authorized Users and any activity that occurs under its 
Customer Account(s) using the Access Credentials; (iii) Customer will use the 
most current version of the SaaS Solution at all times, unless otherwise 
agreed in writing; (iv) Customer is responsible for the security of its Customer 
Data as set forth above; and (v) Customer is responsible for maintaining its 
own internet and data connections, and components of the SaaS Solution 
that are accessed or used through internet connections and may be subject 
to Customers’ internet service providers fees and downtime.  

Customer acknowledges Customer Data may not be available if:	 (ii) 
Customer deletes Customer Data and does not restore it after deletion 
pursuant to Customer’s data retention policies; (iii) Customer neglects the 
retention policies defined in the SaaS Quote; (iv) Customer’s IT environment 
is	 unable to secure a connection with PTL’s servers or network; or (v) 
Customer fails to follow PTL’s technical requirements and the 
Documentation for utilizing the SaaS Solution, including installing updates, 
or failing to periodically test Customer’s backups and restores, or ensure that 
Customer Data is protected and not otherwise corrupted. 

12.  Artificial Intelligence Services 

Our SaaS Solution may include certain artificial intelligence tools 
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(collectively referred to as “AI Services”). you and your Authorized Users are 
responsible for all decisions made, advice given, actions taken, and failures 
to take action based on your use of AI Services. AI Services use machine 
learning models that generate predictions based on patterns in data. Output 
generated by a machine learning model is probabilistic and should be 
evaluated for accuracy as appropriate for your use case, including by 
employing human review of such output. You agree that we may use and 
store your data processed by an AI Service to maintain and provide the 
applicable AI Service. 

13. General 

We Control our services and maintain our SaaS Solution. We have, and will 
retain, sole and exclusive control over the operation, provision, maintenance, 
and management of the SaaS Solution, and the methods and means of doing 
so.	 We reserve the right, at our sole discretion, to make any changes to the 
SaaS Solution, our Software, our Hardware and any of our Products as we 
deem necessary or useful to maintain or improve our SaaS Solution or to 
comply with any applicable law. 

Support.	 Customer support for our SaaS Solution is provided under our 
Maintenance and Support Contract, which can be found here, and the 
support fees for the SaaS Solution are included as part of the SaaS 
subscription.	 

Proprietary Rights.	 All software and related processes, instructions, methods, 
and techniques that have been developed or obtained by us for performing 
the SaaS Solution shall remain the sole and exclusive property of PTL.	 Except 
as otherwise provided in the Agreement, neither party grants to the other 
party any ownership in or license to the other party’s confidential and/or 
proprietary information or your Data.  
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